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Background

Fingerprinting

“A device fingerprint or machine fingerprint is information collected
about the software and hardware of a remote computing device for

the purpose of identification. ”

From Wikipedia
Stateful identifiers
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Uniqueness Test: Homogeneous Devices
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Visitor identifier:

783bb985d9842721b9b5ffee2f537616

Visitor identifier:
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Threat Model

* We consider a host-based fingerprinting model
* Authentication
* Cross-application tracking
* Targeted attacks
* Anti-cheat techniques

* Assumptions
* Unprivileged attacks

* Challenges
* Bitflip non-determinism
* Overcome OS memory abstractions
* RowHammer defenses



Test bed

We used 98 DIMMs from two
DRAM manufacturers.

Dimension Manufacturer AManufacturer B
1Rx8 35
1Rx16 11
2Rx8 36
Total 82

We used 8 Intel Kaby Lakes, 2
Sky Lakes and 1 Coffee Lake
machines.
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* Bitflips are arbitrary.
* We used JS divergence to match fingerprints on a 2 MiB page.
* We used the birthday paradox to quickly find the same region.

Reference distributions
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Conclusion

* |n this work, we presented FP-RowHammer.
* A RowHammer based fingerprinting technique.
* First large-scale RowHammer fingerprinting technique on 98 DDR4 DIMMs
* High uniqueness and stability

* Risky for apps to use FP-Rowhammer for authentication, but
OS/hardware vendors can safely implement FP-Rowhammer.

* FP-RowHammer cannot be trivially mitigated without fixing the
RowHammer vulnerability.

* Extend our findings to simulation models.
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Questions?

Read the full
paper at:




