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SPECTRE

Deep dive into Spectre

Commeon, unchanging interface
Architectural state:

0S/Compiler/App. + memory data
+ interrupts

* regi
ISA . |JO

Changes with hardware,
"Invisible" to layers above, and
strictly implements the ISA

Extra-architectural state:
hed addresses
« branch predictor
* branch target buffer

* physical registers
+ physical->logical reg. map

Figure 1: Architectural and extra-architectural state

Applying traditional speculation
recovery to extraarch. state

Prevent Undo
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speculative state changes

Details on how speculation works

Rethinking the whole system
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void victim_function (size t Xx){
If (x <arrayl_size) { 0
temp &= array2[arrayl[x] * 512];
}
}

SPECTRE

— UCDAVIS
https://gist.github.com/ErikAugust/724d4a969fb2c6aelbbd7b2a9e3d4bb6 4



000000000040105€ <victim_function  >:
40105e: push % rbp
40105f: mov % rsp ,%rbp
401062: mov %rdi, - 0x8(%rbp )
401066: mov 0x2bf014(%rip),% eax
40106c: mov % eax,%eax
void victim_function  (size_t x){ 40106e:  cmp -0x8(%bp),%rax
if (x < arrayl_size) { 401072: joe 40109f <victim_function+0x41>
—_ 401074: mov - 0x8(%rbp ),% rax
temp &= array2[array1[x] * 512]; 401078: add  $0x6c00a0,%rax
} 40107e: movzbl (Yrax ),% eax
} 401081 movzbl %al,%eax

401084: shli $0x9,%eax
401087 cltq
401089: movzbl 0x6¢1d80(%rax ),% edx
401090: movzbl 0x2e0ce9(%rip),% eax
401097: and % edx,%eax
401099: mov %al,0x2e0cel(%rip)
40109f. pop % rbp
4010a0: retq

\
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void victim_function  (size_t

x) {

000000000040105e <victim_function  >:
40105e:
40105f:

%
%

push
mov

rbp
rsp %rbp

if (x <arrayl_size) {
temp &= array2[arrayl[x] * 512];
}

[ load arrayl_size ’ }

if (x < arrayl_size) ’

load arrayl[x] ’

$0x9,%eax

401089: 0x6¢1d80(%rax ),% edx

{ load array2[arrayl[x] * 512] ’

401090: 0x2e0ce9(%rip),% eax
401097: and % edx,%eax
401099: mov %al,0x2e0cel(%rip)
40109f: pop % rbp Modifies addresses
4010a0: retq i
present in L1 cach
—
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http://bit.ly/gem5-spectre

Branch correctly predicted 55 gem5

[ if (x <arrayl__ S|ze)

............................. - UXuugullicy.
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Time : Branchincorrectlypredicted 55 gem5

OO ORI OOPPORRRRROOOROIN |l [ if (x < arrayl_size)
................................................. OX004011c7.3 CALL NEAR_
oy . . .. .. ...t 0x004011c7.4 CALL NEAR_
P o . . . . .. ... ... 0x0040105e.0 PUSH R
L€t x e e e et ee s ane e enneeeanaenannaeenneennen .« U N A ....]- 0x0040105e.1 PUSH R
T8 - - -« « « e e e e te e s e e e eae e e ate et ane e e e e e ne e s e e aneeaeeeanneaaneeans ..]- 0x0040105f.0 MOV R R
Pt e e e e e e e e 1C. 1. . .. . . S . ]- 0x00401062.0
. .« & .ottt et e et et e et e e e et e et e e e e eee s 0x00401066.0
1 e, m - 0x00401066.1
0x0040106¢.0
0x0040106e.0
0x0040106e. 1
0x00401072.0 JBE I
0x00401072.1 JBE I
0x00401072.2 JBE I
0x00401074.0 ----- MOV R M
0x00401078.0 ----- ADD R I
0x00401078.1 ----- ADD R T
- 0x0040107e.0 ----- MOVZX B R M
0x0040107e.1 ----- MOVZX_B R M
0x00401081.0 ----- MOVZX B R R
0x00401081.1 ----- MOVZX B R R
0x00401084.0 ----- SAL R I
0x00401087.0 ----- CDQE R
- 0x00401089.0 ----- MOVZX B R M
0x00401089.1 ----- MOVZX_B R M
0x00401090.0 --fAMOVZX B R P
0x00401090.1 --f9-MOVZX B R P
0x00401090.2 -#-J-MOVZX B R P
0x00401097.0 ---4-AND R R
0x00401099.0 ---4-MOV P R
0x00401099.1 ---f-MOV P R
==dn==ic 0x0040109f.0 ---f-POP_R
==dn===ic 0x0040109f.1 ---f-POP_R
==dn===pic 0x0040109f.2 --f--POP_R
— 0x004010a0.0 - /---RET_NEAR
=======(n=i 0x004010a0.1 #----RET_NEAR
0x004010a0.2/---- - RET_NEAR
0x004011cc A ----- SUB M I
AxAAAATI e T - o - - - SIIR M T
==dn=p==ic *
== | load array1[x] ayl[x] * 512]
==dn==ic
==dn==p===i¢ Ox004011d0.1 ----- TP M I
ey __________ 0x004011d0.2 ----- CMP_M_I
=dn==ic 0x004011d4.0 ----- INS I
===gdn===ic 0x004011d4.1 ----- INS_ I
e 0x@P4011d4.2 ----- INS I
i 0x00401148.0 ----- MOV M I

0x00401148.1 ----- MOV M I




Back to basics SPECULATINEEROCESSORS

How to keep architectural state . \ &
consistent S\ e,

Prevent

speculative state change

Specify
speculative state change
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Prevent Undo

speculative state changes speculative state changes

Specify

speculative state changes

Ex: Store buffer EX: Register writes
! yR2¢ I &l 20h&ckpoint the RF
Wait until commit to Physical register file &
send to memory rename tables

/ - T

Ex: Relaxed consistenc

Description of allowed
|d/ st interleavings

Formal specifications
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Spectre

Architectural state is unaffected
but... thecache statechanges

Not part of the architectural state
Part of theextra-architectural state

/ | T UCDAVIS
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Extiraarchitectural state

Anystate that isnot specifiedin the ISA buperceivable
Cached addresses
Branch predictor state
Values in unmapped physical regist&?8
Physical to logical register mappif?@s

Need to apply same three techniguesPrevent Undo Specify

/ f UCDAVIS




SpectrePreventEAstate change

Obvious strawman
Prevent all speculation
2.4x%24x slowdown

Slightly better
Only prevent speculative loads
Closes the cache and memory side channel
1.7%9.8x slowdown

/ e UCDAVIS
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Preventcachechanges

Only on cache misses will the
state change

Buffer all missed loads until
commit

Only up to 1.9x slowdown

/ | e —

Load/store
gueue

Speculative Ioadsl 1 Data

Data cache

Speculative mis
to memory

1 t
I Insert on

ST IHIENNYS  response
Load buffer

1

Non-speculative
send on commit
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SpectreUndoEAstate change Data

Load/store

G yR2E GKS OF OKS OKE y 3"

Checkpoint the cache? Speculative load§ | Data
Squash the insert: Inseside SLB Data cache
: | @ Insert on
1 commit
to memory

Limited performance impact Speculative

Load buffer

Response fron{
memory
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SpectreSpecifjfEAState change

MITIGATION G-2

Description: Set an MSR in the processor so that LFENCE is a dispatch serializing instruction and then
use LFENCE in code streams to serialize dispatch (LFENCE is faster than RDTSCP which is also dispatch
serializing). This mode of LFENCE may be enabled by setting MSR C001_1029[1]=1.

MITIGATION V2-3

Description: Execute a series of CALL instructions upon entering more privileged code to fill up the return
address predictor.

Effect: The processor will only predict RET targets to the RIP values in the return address predictor, thus
preventing attacker controlled RIP values from being predicted.

Applicability: All AMD processors. The size of the return address predictor varies by processor, all current
AMD processors have ¢ return address predictor with 32 entries ur less. Future processors that have more
than 32 RSB entries are planned to be architected to not require software intervention.

e —

/ T UCDAVIS
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SpectreSpecifjfEAState change

Return-address prediction stacks are a common feature of high-performance instruction-fetch units,
but require accurate detection of instructions used for procedure calls and returns to be eflective.
For RISC-V, hints as to the instructions’ usage are encoded implicitly via the register numbers
used. A JAL instruction should push the return address onto a return-address stack (RAS) only
when rd=x1/x5. JALR instructions should push/pop a RAS as shown in the Table 2.1{

rd rsl1 | rsl=rd | RAS action
link | link - none
Wink | link - pop

link | 'link - push

link | lLink 0 push and pop
link | link 1 push

Table 2.1: Return-address stack prediction hints encoded in register specifiers used in the instruc-
tion. In the above, link is true when the register is either x1 or x5.

e —

—— UCDAVIS
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ISA: Contract between n"“”\?:u(:a":':nl: :lsr D0

hardware and software

Ourjob is to create this contract

Allow designers flexibility.
LT A0Q& AYLISNDSAGDI

Rethink the interface for security |
the >arch, the operating system, the compiler, etc.

Give security researchers formal specifications

e —
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Conclusions
GLYDAAAOE SE LISNF2NXIF YOS 2LIGAYAT |

Need to rigorously document potentiaide-effects
(extra-architectural state changes)

Find the right balance between truly invisible and documented effects
ISA 2.07?

Need a newormalismfor speculation

/ f UCDAVIS




IENO/ONEASKS QUESTIONS

THEY WONTKNOW
1 DONT HAVEANSWERS

More details on Spectre+gem5
http://bit.ly/gem5-spectre
To—— UCDAVIS




Spectrev4d

Load/store disambiguation

OL OGKAYT1U0O [/ dzZNNBYyld 3ISYp R2S
2 KSY UKSNBQa | LkaaaoftsS |

SLB still works
When speculation recovers, no changes to cache state

/ e —
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Potential formalism for caches

From CCCheck: Value in cache lifetiméiCl)
ViClcreate: Time when something Is inserted
ViClexpire: Time when evicted or data changes

bSSR (2 FITRR | ySg y2iA2y 27F-aalLlS
program order instructions

Loads can be issued in speculation order unless preceded by a
speculation fence

/ T UCDAVIS




SpectrePreventEAstate change

Average 4.4x4.4X Average 2.8X.7X
o slowdown forSPECfloat ™ slowdown forSPECInt k§le T\, &
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